Increased Cyber Security Can Save Global Economy Trillions
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New World Economic Forum report examines the need for new approaches to increase resilience against
cyberattacks
Report offers a framework for collaboration to help leaders build effective cyber risk management platforms
Delays in adopting cyber security capabilities could result in a US$ 3 trillion loss in economic value
Download the full report here.
Davos-Klosters, Switzerland, 20 January 2014 ‒ Failing to improve cyber security could cost the world economy
and lead to more frequent cyberattacks, according to a new report released today by the World Economic Forum in
collaboration with McKinsey & Company.

The

Risk and Responsibility in a Hyperconnected World

report addresses options that institutions can take to improve cyber resilience and mitigate

the economic and strategic impact of such attacks. With the recent proliferation of cyberattacks, corporate

executives need to devote increasing attention to protecting information assets and on-line operations.

The report notes that major technology trends, including massive analytics, cloud computing and big data, could

create between US$ 9.6 trillion and $US 21.6 trillion in value for the global economy. However, if attacker

sophistication outpaces defender capabilities ‒ resulting in more destructive attacks ‒ a wave of new regulations
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and corporate policies could slow innovation, with an aggregate impact of approximately US$ 3 trillion by 2020.

“Developing resilience to cyber risks in our economic and social systems is not a question of simply building walls

for security,” said

, Senior Director and Head of Information Technology and Telecommunications Industries at

Alan Marcus

the World Economic Forum USA. “There are trade-offs to be made with other goals we wish to value, such as

privacy, growth, innovation, and the free flow of goods and data. But to make good decisions, we need better data.”

To protect against the strategic and economic effects of such costly attacks, the report outlines ways to build

awareness, understanding and action with top public and private sector leaders. It also assesses the economic

impact of concerns around cyber risks and proposes a global framework aimed at coordinating collaboration and

provides a capabilities based-roadmap for businesses and governments.

“There needs to be a fundamental change in the way we protect ourselves from cyber attacks. Check-the-box
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compliance-based approaches simply donʼt work anymore,” said

, a Partner at McKinsey & Company.

James Kaplan

“Companies and public institutions need to build cybersecurity capabilities that are scalable, deeply integrated into

the broader IT environment and focused on addressing the more important business risks.”

The report draws on knowledge and opinions derived from a series of workshops and interviews from over 300 top

global executives, government, civil society and experts from different sectors. It also includes additional survey

data on cyber resilience capabilities, and provides a roadmap for collaborative action with which participants can

gauge their current level of cyber risk capability and improve their readiness.

The World Economic Forumʼs Risk and Responsibility in a Hyperconnected World project is a global, multi-industry,

multistakeholder endeavour to improve cyber resilience, raise business standards and contribute to a safer and

stronger connected society. A series of workshops have advanced the discussion to produce valuable guidelines

and best practice principles for senior leaders entitled the Principles and Guidelines for Cyber Resilience. Today,
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the partnership comprises more than 100 signatories.

Previously launched reports from the initiative include:

Cyber Resilience

and

Unlocking the Value of Personal Data: From Collection to Usage

(2013);

Risk and Responsibility in a Hyperconnected World: Pathways to Global

t.

Rethinking Personal Data: Strengthening Trus

Notes to Editors

More information about the Annual Meeting 2014 is available at
View the best pictures from the Annual Meeting on Flickr at
Access the Forumʼs press photo archive at
Watch live webcasts of sessions at

http://wef.ch/live

and on demand at

Become a fan of the Forum on Facebook at

Follow the Forum on Twitter at

Read the Forum:Blog at

http://wef.ch/davos14pix

http://wef.ch/pics

Watch the sessions on demand on YouTube at

Read the summaries of sessions at

http://wef.ch/davos2014

http://wef.ch/youtube

or

http://wef.ch/davos14video

http://wef.ch/youku

http://wef.ch/facebook

http://wef.ch/davos14sessions

http://wef.ch/twitter

and

http://wef.ch/livetweet

(hashtag #WEF)

http://wef.ch/blog

Follow the Forum on Google+ at

http://wef.ch/gplus

Follow the Annual Meeting on a smartphone at

http://wef.ch/app
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The World Economic Forum is an international institution committed to improving the state of the world through
public-private cooperation in the spirit of global citizenship. It engages with business, political, academic and other
leaders of society to shape global, regional and industry agendas.
Incorporated as a not-for-profit foundation in 1971 and headquartered in Geneva, Switzerland,
the Forum is independent, impartial and not tied to any interests. It cooperates closely with all
leading international organizations (www.weforum.org).
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